“The- Cat- is- Out- of- The- Bag” DNS Bug
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Yes, | havethe datalls of
bab.com DNS server

Idonot havathe IP for WP e
wwrw.bob.com, Flret let me find
outwhals the DNS servarfor

Whlﬂﬁ 1P far

woww bob.com? Client

Client

The P far
wewwL b bacom is
11.1.1

bob.com
Let me store the IP for B, . DS Server
weww bob.comas 1.1.1.1, so

that | can use in future

o 9 You, | have the detalls of

wiwwbob.coim
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Question Packet

src Port =5P1

Dst Port= DP1
Transaction D=

: TiD1
— 1 Question=01

| Srec Port = DPL DNS Server

Cliant
Dst Port=5P1

Transaction D=
TID1

Cuestion = Q1

Answer= Al

Additional
Information = X1

Answer Packet
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HOICH OIJIA €Y TSl A4 o SHX ZE= 2 22 SEHA & 424 LEQY} S
USHH E£&t JtE =R Transaction ID 2F Question2 ZE M2 SLoHOF SHCH
SAX=E ZAXEQ DNS AHE Atdole s¢ 0l 22 88 Hals =52 = AL el
T EE AA EE(SP1) 9 transaction ID(TID1)S EXE & QUL ( SEX EEES b
Ho=z 53%10[Ct
SA A= Lot FAXOI DNS Server22H 2= AH 8E W2A0| 220/HEN =L otI|
MOl HEAE S22 W30l S&6tESs =4ol & 2RIt QCH Ot Qg2 R 2HEtet
=3 AMU2ILE UEHHT
O
Yes, | have the detsils of
bob.com DNE server
?hgmﬂ’f:;. “.com” DNS
1donot have the IP for ﬂ#‘:ﬁgﬁ“ : Server
winw.bob.com. First let me find A"

outwho | the DNS server for

Whatls Ea IF far

wiww bob.com?

Cad

Client

The IP for
www,bob.comls : i
g Let me stora the I for bob.com

wwwbob.com as "'1-&;’ DMNS Server
66,56, 50 that | can use 'E. )

in future

Let me pretend to be bob.com DMNS
Server and send fake detalls for
wrw_bob.com
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arc Port = DP1

Dst Port = 5P1

Transaction ID=TID1

Question = "What is the IP for www.bob.com?”

Answer="The IP for www.bob.comis1.1.1.1"

Also, the authoritative name servers for bob.com are
nzl bab.comand ns2_bob com

Ohl by the way,
b.comiz1.1.1.25
the P for ns2 comis1.1.1.244

Answer Packet

2tO|HE DNS MBI bob.com =M 2l mail.bob.comlt 22

Al

H= 1.1.1.254 £= 1.1.1.244 DNS AMB0 XHNE 22= 2O

IRl Ol+9 22 & O S0I22 &g et=En. ¢ 32X A4
transaction ID(®12 M E=0M CHE)E G=ot) £t DNS AHE Xtalel <o
ANHE JeDIES(RIe & Bl E=20AM GE) It FEE T&HAM 2
SO BAX= bob.com ZHCI0 CHet EcHEHES SHE = UA =L
Otel D82 ol 22 & 32 Ao et Dol



SrcPort = DP1

Dst Port =5P1

Transaction ID=TID1

Question="What is the IP for www.bob.com?”

Answer = "The IP for www.bob.com is 6.6.6.6"

Also, the authoritative name servers for bob.com are
ne99 bob.com and n=100 bob.com

Oh! by the way,
thelP for ns99.bob.com is 6.6.6.254
the IP for ns100.bob.com is 6.6.

Evil Answer Packet

Oldcez 2 2i0] 2tetsl M 20IX2H 2201 H36)| ®ldidsE 44 ZEQ
transaction IDE F=ot= F I SR HEO0 e JUCH AXMZ2 SZXIH Z& DNS M
Hel SES malXor 2D M0l DNS &2l AA HESQ transaction IDE F=5tJ| 2ok
Me SAEEC AEI QFEC. £2 DNSE2 transaction IDJF 26t Y &
SH=2 MAEEX 2= RSE UCL 0l 22 DNSS2 Lot B2 A2 e =XtAQl
222 oiZot)| RIolAd 22 =X X DNS MBi0l 85 Mols 22 44 ZES ALESt
= 25 AUCH Ol 22 HEES Lok Uy MBio S8 eSS = dRSS
SolAd SZXIF Y DNS MO 012 22 FHAES IJtXLD JU=X &g = Ul
C5 0l HEE &= Y MUISA(birthday attack) Dt 22 &£ OHE 2SN Z&A
E 0 dAH 22 ANE¢ez AA HLEQ transaction IDE FF& £ QUCH

Ol DNS <I80l & O =28 &0 AS = A= £ UE Ols= U Ul MHIE NAT
THl HE0 AKX UAS 22 WRUHANM=E 8iE 24 ZTES MHSHXIC AL2 L2 [
LE HEQ =XH =42 HEE £ Ul (E= U2 DEE e AL ZER)

Olet 22 s&2 3HARY +1E &5 20=E = UL

2els 2240l S2YS M HIWHQ S}t DNS Server cachedt LASUE O 2Lt £
MO 20 202 RE0H0F B0 BrY AIS] DNS AJHIDF FOH8tXl E2okD AlCH
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