NetfilterS 0|&¢&l Packet Capturingt

KEEPER_2010_05_Netfilter_Firewall Firewall 25 A =&

Netfilter £ 0|=5t Packet Capturing 2} Firewall 2= M|}

Us|A / 0lztd
MPESS0le| Keeper

4t
=
o
Jor
El
oz
K
DV
I

A2 E_I

OH
Xl
4t

Heecheol, Yang / Hhakyung, Lee
Keeper. Dept. of CSE, Pusan National University

shrtngo@gmail.com / pongpong21@naver.com

20104 5& 27 ¢

inux2| Netfilter Framework2S 0] 25l0{ Network &9 Packet2 &415t1 Accept & Drop 5t=

otHs b QICH Netfilter Frameworks= Linux Network Stack AFOJOIAM &7%10|= PacketZ Hookingole=
Jleg2 M35t 0|2 01 &6tH CHUst WEHT £2H0| Jhsolth. Netfilter= Kernel-LevelOllM SZ&6t2=2

Kernelof Z&&HLE Module2M SZF Jts6t0{, 0 2MOUIAME Module2MO| AIEYEZ CHECE Lot 0]

0| 2510 Aol PacketE &A1 & =20l YW Filtering off 2C}.

»
e
o

2HEtSE Firewall ModuleE A

0l
el

ZHI01: Netfilter, Packet, Filter, Module, Linux, Firewall

1. Introduction

Firewall(g2tH)2 HERIAS £ AT AO[of =X|sto] FHo| w2t ASI AS Aol
HOlH S48 HAlot, ERAM= O|AS XESIALL &St AYS St= EE(Module)O|Lt.

O RES SIEQO7t & +5 AT, 2TEQYOIE F £+ YLk

aal

gdetqoz ool HE/JIE dASts A2 AS AT Atole mjzls =Msts &

1=

O[Ct. AtilE Sadt= Wzlso 20 A 4T AS2 oH s =4t

2

P32, Port

oin

= YOotli= ZEE OfL[2t & 2o A HOoIHS WE= 243t e HOIHE XtEdt=

O|ZA Y2 AT Moo ZE ASS ZABH0F ot7| ME0, 22N, =282z 2=

20| ZEXOE HEA| K[LIZLH &l X0 MX|S sfof st

Dept. of Computer Science & Engineering 1/18 Pusan National University



. . NetfilterS 0|&¢&l Packet Capturingt
KEEPER_2010_05_Netfilter_Firewall Firewall 25 A =&

LinuxQ| CHEZXMO! g5l OEZ &= iptables7} UL}

2. Netfilter
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3. Packet Capture / Drop

Ciezel 2=0] A& XO0|, Netfilter 252 AplE X2[5H7] 2gh 7|2 SEE FZH O M
22 Lg HE0 S55ts L4222 SH5HA &bt Netfilter®| 42, nf hook_ops 7-ZH|0f| Of

HI7F HZEE| =0, linux/netfilter.h0f] =HO|&|0] UL}

struct nf_hook_ops {
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struct list_head list;

/* User fills in from here down. =/

nf_hookfn *hook;

struct module xowner ;

u_int8_t pf;

unsigned int hooknum;

/* Hooks are ordered in ascending priority. */

int priority;
};

179 1 linux/netfilter.h : struct_netfilter_ops

O17|M 2|z EtoF & A2 nf_hook *hook HH{O|C. O] HH= I{ZS AR S Al AL

hooking function®| function pointerE X|7d3tC}. nf hook EfRI2 12!

[\
e}
my!
o

typedef unsigned int nf_hookfn(unsigned int hooknum,
struct sk_buff *skb,
const struct net_device *in,

const struct net_device *out,
int (xokfn)(struct sk_buff =));

23 2 nf hookfn
IXt2 o8] 7IX| HES0| @AX|=0, 0 & £9| 523 sk buffe= 4
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4. Important Fields in IP & TCP Header

Cta=8| Packet TH2 filtering db= {2 A Q|0 Q= MRO|Ct. 2{L} Packet L{E Q| OfH
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MEE 0|823%lH 5= Packet® filtering & %= QUCt TCP/IPS| AL, YHIM O Z Packet filtering

= protocol, source & destination IP, source & destination Port7f U = Q!

rr

O, O|= IP Header, TCP HeaderO| A{ XtO}F %= QUL

4 Bits 8 Bits 16 Bits 24 Bits
I I I I
Version| IHL Type of Sarvice Total Length
Identification Flags Fragment Offset
Time to Live Protocol Header Checksum

Source |IP Address

Destination IP Address

IP Qptions Padding

Data

1% 3 IP Header
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Bit 0 Bit 15 Bit 16 Bit 31
Source Port (16) Destination Port (16) A
Sequence Number (32)
Acknowledgment Number (32) Bﬁtc;s
Loneih | Reserved (6)| Code Bits(6) Window (16)
Checksum (16) Urgent (16) \
Options (0 or 32 If Any)
Data (Varies)

1% 4 TCP Header

IP, TCP Header= Z1%l4, 12 59 20| MHE0 QUL Linux A= 2t &2 Header &

<linux/ip.h>, <linux/tecp.h>0{| 9| s =10 UL}

struct iphdr {
#if defined(__LITTLE_ENDIAN_BITFIELD)
_u8 ihl:4,
version:4;
#elif defined (_BIG_ENDIAN_BITFIELD)
_u8 version:4,
ihl:4;
#else
#error "Please fix <asm/byteorder.h>"
#endi f
_u8 tos:
__bel6 tot_len;
_bel6 id;
__bel6 frag_off;
_u8 ttl;

_u8 protocol ;
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__suml16 check;
_ be32 saddr;
_ be32 daddr;

/*The options start here. */

b

13 5 IP Header - linux/ip.h : struct iphdr

struct tephdr {

__be16
__bel6
__be32
__be32

_ul6

_ul6

#else

source;
dest;
seq;

ack_seq;

#if defined(__LITTLE_ENDIAN_BITFIELD)

resl:4,
doff:4,
fin:1,
syn:1,
rst:1,
psh:1,
ack:1,
urg:1,
ece:1,

cwr:1;

#elif defined(__BIG_ENDIAN_BITFIELD)

doff:4,
resi:4,
cwr:1,
ece:l,
urg:1,
ack:1,
psh:1,
rst:1,
syn:1,
fin:1;
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#error "Adjust your <asm/byteorder.h>
defines"
#endif
__bel6 window;
__sum16 check;
__bel6 urg_ptr;
};

1% 6 TCP Header - linux/tcp.h : struct tcphdr
3 3,49 Z Field= 282 8 5,62 ZF HHO| mapping £/ QUL OE =0, Ijzlel 55

Al ZEE &1 A OM iphdrdaddrE EALSIH E=ICH
& mfjZI0|A IP HeaderE FZ=35}2{H ip hdr()Et$=2| QIX}Z skbE H7H FM IP HeaderQ|
LZOIEE Z|E3tC. 2|1 IP Header®| C}20| TCP Header?} K|St oz 2 71 Z

2 diAlO 2 TP Header@t TCP Header®| ZOIHE S = QUL

struct iphdr *iph = ip_hdr(skb);
struct tcphdr *tcph = (struct tcphdr=)((char=)iph + sizeof(struct iphdr));

char *data = (char*)tcph + sizeof(xtcph);

a9 7 skbZH-E] IP Header$} TCP Header, Original Data® 9= 3=
2l 70| A datae= Application LayerOjj A{ 28443t Original DataE 7t2|7|= =ZEQIEO|C}.

iphO| M| = Source / Destination®| IP AddressE 2 = {U+=0|, iph->saddr / iph ->daddr B 0f A

-

>.
»

et 4= QICt. OFXHIEX|E tephOf|= Port NumberS & O, teph->saddr / teph -> daddr H H 0

X

@S & ULk B O] o= Byte OrderingOf ==2|SHA}.

5. Device Driver Module - Register to Kernel

Netfilter= Kernel Levelf| A S2tSt= BHE Module2M S ZIQICH = Netfilter Module2 2t =
S=sjor SxBICE
Module2| init_module() &= ModuleO| Insert & [§ 7}%& HY A= L2, 47|M S

Dept. of Computer Science & Engineering 7/18 Pusan National University




NetfilterE 0|85t Packet Capturingz}

KEEPER_2010_05_Netfilter_Firewall Firewall 25 A =&

int init_module()

{
netfilter_ops.hook = main_hook;
netfilter_ops.pf = PF_INET;
netfilter_ops.hooknum = NF_INET_PRE_ROUTING;
netfilter_ops.priority = 1;
nf_register_hook(&netfilter_ops); /[12ES5
return 0;

}

12 8 Netfilter & 5=

struct nf hook ops netfilter opsO| 2t X£7|Z}S X|™H3St = nf register hook() &+-2 SZE5IH

RE2M SHO| 7Hsoto.

Compile 3} Module insmod HHOZ AMQ! 7153610, Ismod2 29l 7153810, rmmoedZE A 7

ot

+ 9t

[ root@ocathost dd|# make

nake -C /1ib/modules/2. 6.31.5-127. fc12. 1686, PAE/build M</home/shrtnqo/dd modules

nake[1]: Entering directory *fusr/src/kernels/2. 6,31, 5-127. fc12. 666 PAE
Building modules, stage 2.

1 MODPOST 1 modules

make[1]: Leaving directory */usr/src/kernels/2.6.31.5-127. fc12. 1686, PAE

[ root@ocalhost dd|# 1s

Makefile Module markers Module. synvers drop. c| drop.ko| drop.mod. ¢ drop.mod.o drop.o modules. order

[ root@ocalhost dd|# insnod drop. ko

[ root@ocalhost dd] # 1snod | more

Nodule Size lised by
drop 1652 0
TAS A
sunrpc 156388 |
1p6t_REJECT 4620 2

a4 9 2F H9AH 49
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6. Example Source Code - Simple Firewall Module

2~5 20N 2ot WES BTz ZIThet HatHES HNASHe EXb Eoty Z2a#2 2

drop.c Netfilter Firewall Module

app.c Application that controls module
myprotocol.h Command Protocol

Makefile Makefile

¥ 10 W3y A= 9de 74
A

drop.c = AKX 3IE Module Source O|C|. app.c@| Application2 RuleE SEot= BHHES
ModuleOf| A| LHE £ A2, O M M= XtEHE 1P FAE F715t= HHD QUCL Hast F

H2 myprotocol.hOf] F7teiA S 4= Lt Makefile2 Module® Compile 7| 2|3t MakefileO|C}.

a2l 11,12,13,14,15= Simple Firewall2| ™MX| A~A FAEZO|CH

#include <linux/init.h>
#include <linux/kernel.h>
#include <linux/fs.h>
#include <linux/types.h>

#include <linux/fentl.h>

#include <linux/module.h>
#include <linux/skbuff.h>
#include <linux/netdevice.h>
#include <linux/netfilter.h>
#include <linux/netfilter_ipv4.h>
#include <linux/in.h>

#include <linux/tcp.h>

#include <Ilinux/udp.h>

#include <linux/ip.h>

#include "myprotocol.h"
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#def ine DROP_NAME "drop"
#define DROP_MAJOR 240

unsigned long filter_addr[10]; /* array that contains ip addresses to drop */

unsigned int filter_addr_cnt = 0;

static struct nf_hook_ops netfilter_ops;

struct sk_buff xsock_buff;

struct file_operations drop_fops ;

void add_addr(const charx);

/= open() system call =/
int drop_open(struct inode *inode, struct file *filp)
{

return 0;

/* close() system call =/
int drop_release(struct inode *inode, struct file *filp)
{

return 0;

/* write() system call */
ssize_t drop_write(struct file *filp, const char *buf, size_t count, loff_t *fpos)
{

struct myprotocol* pmsg = (struct myprotocol*)buf;

i f(pmsg->cmd == ADD_IP)

{
char *addr = pmsg—>addr;
add_addr (addr) ;

}

return 0;
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unsigned long inet_aton(const charx*);

unsigned int main_hook(unsigned int hooknum,

struct sk_buff =*skb,

const struct net_device *in,

const struct net_device *out,

int (*xokfn)(struct sk_buffx))
{

int i;
char =data;
struct iphdr *iph = ip_hdr(skb); /* ip header=/
unsigned long saddr = 0, daddr = 0; /* ip address */
unsigned short source = 0, dest = 0;/* port number */
//tcph, udph is apart from iph 20byte(size of(struct iphdr));
struct tcphdr *tcph = (struct tcphdr#)((charx)iph + sizeof(struct iphdr));
struct udphdr *udph = (struct udphdr«)((charx)iph + sizeof(struct iphdr));
unsigned short http = 80; //http port number : 80
//get source and dest ip from iph
saddr = iph->saddr;
daddr = iph->daddr;
//get source and dest port from tcph
source = htons(tcph->source);
dest = htons(tcph—>dest);
i f(iph->protocol == IPPROTO_UDP)
{

data = (char*)udph + sizeof (*udph);

/* print udp data =/

printk("<1>source : %u #t dest : %uffn %stn",source,dest,data);
}
for(i =0 ; i < filter_addr_cnt ; i++){

if(saddr == filter_addr[i]){
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/* ip drop =/
return NF_DROP;

}
if(source == http){return NF_DROP;} //http port Drop

return NF_ACCEPT;

int init_module()

{
drop_fops.owner = THIS_MODULE;
drop_fops.open = drop_open;
drop_fops.release = drop_release;

drop_fops.write = drop_write;

netfilter_ops.hook = main_hook;

netfilter_ops.pf = PF_INET;

netfilter_ops.hooknum = NF_INET_PRE_ROUTING;
netfilter_ops.priority =1;
nf_register_hook(&netfilter_ops); /[/2E35=
register_chrdev(DROP_MAJOR, DROP_NAME ,&drop_fops) ;

return 0;

void cleanup_module()

{
nf_unregister_hook(&netfilter_ops); /2 Sl
unregister_chrdev(DROP_MAJOR, DROP_NAME) ;

unsigned long inet_aton(const char * str)
{
unsigned long result = 0;
unsigned int iaddr[4] = {0,};
unsigned char addr[4] = {0, };
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/* add a
void add
{

int i;

sscanf(str, "%d.%d.%d.%d ", iaddr,iaddr+1,iaddr+2, iaddr+3);

for(i =0 ; i <4 ; i+)
{
addr[i] = (char)iaddr[i];
}
for(i =3, i>0; i—)
{
result |= addr[il];
result <<= 8;
}

result |= addr[0];

return result;

ddress to drop */

_addr(const char *addr)

filter_addr[filter_addr_cnt++]

= jnet_aton(addr);

printk("<1> %s(%lu) drop added!#n", addr,filter_addr[filter_addr_cnt]);

¥ 11 drop.c

#include
#include
#include
#include
#include
#include

#include

#include

<stdio.h>
<sys/types.h>
<sys/stat.h>
<sys/ioct!l.h>
<fcntl.h>
<unistd.h>

<string.h>

"myprotocol .h"
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int main()
{
int dev;
printf("open startin");
dev = open("/dev/drop",0_RDWR|O_NDELAY) ;
printf("open end#n");
if( dev<0)
{
printf("open error!#n");
return -1;
}
struct myprotocol msg;
msg.cmd = ADD_IP;
strepy(msg.addr, "192.168.0.4");
write(dev, (char*)&nsg, sizeof (msg));

close(dev);

13 12 app.c

#define ADD_IP 1

struct myprotocol

{
unsigned int cmd;
char addr([256];

2% 13 myprotocol.h

obj-m := drop.o
all:
make -C /lib/modules/$(shel |l uname -r)/build M=$(PWD) modules

¥ 14 Makefile

Module2 HTTP PortQl 80H EZE ST, app.cOA 192.168.0.4 IPE XICHE [P SE0| F=7t

A
= A

5+0] Firewall ModuleO| X}CtSIEE L A

r

2 UEs

—

mjo
og
Ot
ba%)
fl
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Bl C¥windowsWsystem32Womd.exe - ping 192168015 -t Iﬂlﬁ

192 .168.8.15 HO| E=32 A|Zt=998ms TTL=64
192.168.8.15

192.168.8.15
192168 .8.15
192.168.8.15
192 .168.8.15
192168 .8.15
192.168.8.15
192 .168.8.15
192.168.8.15

]
LU

[OIOIOINIOINIOINIOT

@

1% 16 Application 23 ZA=}

OpX|eto 2, 0] e UDP 7|¥tO| Echo Server@t Client?} MZ O|O|EE ZF=1 EHO O UDP

Packet2 Capturestt| 1 LHES E

-
rir
J

| s = =3lisICt. TCPS| A20|= Byte Stream CHQ=E

ol
HEE[7] =20 3 WE O] ZX|2t UDP= Message TH?[2 HSE|7| W0 1 LES

mjo
e
N

A g =+ Aot 8 172 3 28 B9 =L

>
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| root@localhost dd]# dmesg |

keeper!
keeper!
keeper! !!
keeper! !!

grep keeper

| root@localhost dd]#|D

h(F)

HE(E) EWW amgn :%ﬁm
| shrtngo@localhost udpeche] $ . fuecho_client 127.0.0.1 1234
Insert message(q to quit): keeper!
Message from server: keeper
Insert message(q to quit): keeper!!
Message from server: keeper!!!
Insert message(q to quit): |

19 17 UDP Packet Capture

7. Conclusion

Netfilter FrameworkE O|&238}0] PacketE CaptureSt= &l

2}0l8}0f & Lt

Netfilter= Packet M&EA| &

W ALSStLbOf Wiat Chkst 80

o F=

Xe Jhseit

Netfilter= Z= Kernel Level ModuleO| 7| 20| ModuleZ XN &5

O| NetfilterS O|2380{A O M2

ot0| £8 et PortE AHEHE

of ERkrt.

LFO|| 2t TjZlS Accept/DropE %=

QA StF 10, UDP Packet?l 4L Original Datae =

IHE2
H=

ot 1 TCP/IPS| 8 FicldSS

O

ZtO|lAl Hookd}t O|2 KXNz2| & £ A 3| FT= FrameworkZ, Of

7hs3SICt O]E =0 Hooking Function®| Returng O & |

AL, ojzlel gs & + A2L=2 WA WEe =

>

SaIBiCE.

ZHEHSE SotH S K| &S 2 QT IPQF TCP2| HeaderE 2HQl

=toIot =55t
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S22 RSCE Netfilter = 21 0f]O|C}. &}X|BH O]

A Low LevelQ| FIIEEE| A & =& QYoo 2
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A

stet AHEO| AMEE 7IjoF & ZAO|CH
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