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(4) MAC Duplicating
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& &2ysgstal Avi B Aufel A Au el MACFZ9f
e WHo] utZ MAC Duplicating®]t}. ifconfigE ©]-&3H o]
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=2 ethO I H o] ~E A7l & ifconfig ethO hw ether AA;AAAAIAA:AAIAA up 9}
ol A5t ethO QI H o] ~9] MAC AEE WAZE &+ At o8& AF 29AE &
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oAl TR E whol b= Al = gFo] F- fIEZ A /configure; make ; make
install & Ax|sld ®t} 123l Sentinel <
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HF HAE st dFol 1 HHEL A make all = FHupdste] dAstd vk AA
Sentinelo] ¥AA] A|=Hlo A 2Usg oA FF Ak HES 37FA7F =], o] WS
Z}Z} DNS test, Etherping test, ARP test o]t} Zxz o] #HH& ARPE o i
Holm 2 e ESA AaE &3 glojobyt g&x]9] on7t gtk
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WA Z}7fe] whHol 7hsgk e tisl] hds] AR, 4 DNS test o A§ HAA
Ao Yz A4 2348 Hulo], dukdl Ay 2ol QA% A|AH] [P T4
2 9g]=H (Inverse DNS lookup) 3tthE EAH L o] &3te] DNS EHIHL 7HAsto] 21
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J/sentinel —a -t 211.47.65.4 # ARP H|~E
Jsentinel -d -f 1.1.1.1 -t 211.47.65.4 # DNS HI~E
J/sentinel -e -t 211.47.65.4 # Etherping HIZ~E

Jsentinel -t 211.47.65.4 -f 1.1.1.1 -d -a —e # 379 HZEE A9 43
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Results: 211.47.65.4 tested positive to etherping test.
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Zolt}, o] telnet ™4l sshZ, http ™Al httpsES AFgsitta 2ot a3 ohd  fip,
smtp, pop3%s UE TEZEFL ofwi & Z17}? wkek telnet TF AFE3HH 14 sshE:
AHEEH7IRE Bt S AAIRE g AWl A telnet # ftp, pop3e S T/ AMEdTHH o= 3}
o] Aul vt kestshs A2 gl & w7t flvh ojxky] TCP/IP AHAI7F F okgk Alo]
e 453t AF TREFS ARESEW EE ARj2d s dest A% TREZFS ALE
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(1) sslwrapE o]&3F J33}
(2) SSHe| XEAF 7|55 o] 83 453

(1) sslwrapE o] &3 d53}

sslwrap & pop34 imap, smtp 52 TCP AH]|2=E ZAA TSL/SSL = o]&3sle EE
TCP ©loly AFS dastele hdhst e~ Mul22A 7]E9 AH|2E tA] AT
Zaglo] oG @A Argo] 7bsdtth. sslwrapE o] &3t openssl °lY} ssleayE A
A|stoof sh=d], o 7]l A= openssle AR&de WHES dolH =R Shxt

WA http://www.openssl.org/ ol B&ste] HAIY opensslS ThEZE3sle] AXg A B9
PR

T AXE AWAA 2 “lynx http://www.openssl.org/source/openssl-0.9.6b.tar.gz”
U “wget http://www.openssl.org/source/openssl-0.9.6b.tar.gz” 2 TFZE= Wolx: FH
ootheRs Tt st sheol A duRdeld ofdlsh ol APl AnAS
of AAE g}

[root@www ~/openssl-0.9.6b]# ./config ; make; make test; make install
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oMol = sslwrap= AX|g 2 o]},

I A] "lynx http://www.rickk.com/sslwrap/sslwrap.tar.gz" 1}

"wget http://www.rickk.com/sslwrap/sslwrap.tar.gz" 22 UTE2T3 & = A3l
make Wh st HAupdatd vk HoAdSF A E sslwrap FAES Jusr/shin/ HEE L]
g BAgt = FAgdo] ZF okyE = 9ol http://rpmfind.net/ oA ZpA12] v Aol gk
= 43 rpm LS R Es] AA s Hr)

olHol= AFAE AAT zdgoltt. & HgAleloly Thawtes 3¢9 CA(Certificate



Authority) 7]@ell A A= HE&S A=kl CSR & S JdSAE Tsks e
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A7) Apalol ARG AFAE BFeE Yol el LoprEE .

QAT o] 7ol 42
AFAE B Yol ok g}

# openssl req —-new -x509 -nodes -out /usr/local/include/sslwrap.pem -keyout

/usr/local/include/sslwrap.pem -days 365

o] Wejolg el ololq 7] uheth. ofeli= Slsh o] AaAl wol: swolr).

Using configuration from /usr/share/ssl/openssl.cnf
Generating a 1024 bit RSA private key

o+

writing new private key to '/usr/local/include/sslwrap.pem'

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ', the field will be left blank.

Country Name (2 letter code) [AU]:KR

State or Province Name (full name) [Some-State]:

Locality Name (eg, city) []:Seoul

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Today & Tomorrow
Organizational Unit Name (eg, section) []:Net-Center

Common Name (eg, your name or your server's hostname) []:testl.tt.co.kr
Email Address []:antihong@tt.co.kr

ollAl FA AR FE2 ZHAEe] sl 9l A3 fHeto]of k= ol
zhzte] sl At SrolR == kAt

Country Name (2 letter code) [AU]:KR

> %7} olBE TEE APIT. FFL KR ol QA

State or Province Name (full name) [Some-State]:

> e AN g Agd ddan 13 dbE dLa,

Locality Name (eg, city) []:Seoul

> EA0g¢ dAweh

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Today & Tomorrow
-=> At 24, 71#Y olF S YHIH.

Organizational Unit Name (eg, section) []:Net-Center



-—> BAolE& HA3] 4HIH.

Common Name (eg, your name or your server's hostname) []:testl.tt.co.kr

-—> ASA7E AAHE Ao T HIMH FAE AHIH.
TeF A7 NMAH pop3, smtp o] Hl FE3 Z2EES AHEStHW o] FaE of
£% Jazdase WY TRaPAA Bile ALY Bx BE dUnR
4@ F2olth. Kildong, Hong53 o] zpile o|§¢ A4HsA RS
Folst7] niEo.

Email Address []:antihong@tt.co.kr

—> A e-mail 742 P @,

olA] A&FEA AASE EWorE sslwrapE inetd Y xinetd o] 23 E A4 o)t}
WA Jete/services HUL o

pop3s 995/tcp

smtps 465/tcp

of o] AAu|o] Qle=A Felstal glow 99 o] Frhgt

71213 xinetd ¢ 7§ xinetd.conf A% w}do] o}l o] F7}3it},

service smpts

{
disable = no
flags = REUSE
socket_type = stream
wait = no
user = nobody
server = /usr/sbin/sslwrap
server_args = —cert /usr/local/include/sslwrap.pem —quiet —port 25
log_on_failure += USERID
}

service pop3s

{
disable = no
flags = REUSE
socket_type = stream
wait = no
user = nobody
server = /usr/sbin/sslwrap
server_args = —cert /usr/local/include/sslwrap.pem —quiet —port 110

log_on_failure += USERID



inetd ¢ 752 pop3s AH]Z=of )3} inetd.conf 3tPof ofeje} Fo] AT = Qv
pop3s stream tcp nowait nobody /usr/sbin/tcpd /usr/sbin/sslwrap
-cert /usr/local/include/sslwrap.pem —port 110

ole} Z+e WAl o g T2 Au| A% olye} o] AAT £ r).

https stream tcp nowait nobody /usr/sbin/tcpd /usr/sbin/sslwrap
-cert /usr/local/include/sslwrap.pem —port 80

imaps stream tcp nowait nobody /usr/sbin/tcpd /usr/sbin/sslwrap
-cert /usr/local/include/sslwrap.pem —port 143

telnets stream tcp nowait nobody /usr/sbin/tcpd /usr/sbin/sslwrap
-cert /usr/local/include/sslwrap.pem —port 23
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flek o]l A ¥ inetd B xinetdE AAAEH WA 8ol
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# telnet localhost pop3s

# tenlet localhost smtps

ojAl Muelel AL Extornw wd Seo|dE RN dgT Aol
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A QJAFTA7E ot A7) Apale] ARRlg QIFA &
o2k ol F7HAQ #A S slFH o] wAA 7} e
ZX Fdel /usr/local/include/sslwrap.pem $94S I
————— BEGIN RSA PRIVATE KEY-----& A]Z&]4]  ---—--END RSA PRIVATE
KEY----- 2 Bys REY - BEGIN CERTIFICATE----- 2 AlzElA
————— END CERTIFICATE----- & #u& Fio] gl&Ed, o] FoA  "--——-BEGIN
CERTIFICATE ...... END CERTIFICATE----- "ORE G B Windows §9 Fgol
AE PCHl server.crt 2 AR HALE gty gl o] ddoA] L EH wfe-AE FY
A AFA AT s vl Bol=dl, o)A RISA AXTE Attt o] %
ol BF ‘Ogi-->"084S AE F onpHS Agsd pCole A7 ¢
L USREE AgFRow Aeld =2 AlgEdels A dHo] oA @
A = A& Aolvh. 29, AAZ pop3sE AHEE o] HAR I sF Hol &
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HA opgiel o] Auel dAstel AAS AHT F YT FH|EL popd E AIYS
Wolu % B,

# tcpdump —-x host 211.1.1.1 > pop3.txt

ool = U5l HEF ZZEZQ popdsE HHS WAHT 5 AEF $£H|SAL pop3s =
Woln =S 5,

# tcpdump —-x host 211.1.1.1 > pop3s.txt
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= Y ZgoldE Zzade Asts 211.1.1.1 2HEH AR 163052
Z+7} pop3.txté} popds.txt e FAZ AZS i ouloltl. o]F AT H
1632 f7|ete o227 xR A4S st "ot 16358 F7|ete oh2Y]
http://www.asciitable.com/E *313}7] wjgt},

oA Y 16%X52 oAy 2 WEs F= trans.pl TEIAHS o] &ax] WEET
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#!/usr/bin/perl



while(<>){

s/ //g;

s/([a-fA-F0-9][a-fA-F0-91)/pack("c" hex($1))/eg;

print $_;
}
e} o]l ZA & perl trans.pl pop3.txt =X pop3s.txtES A ofgfo} o] X ke
O]H% of~7| 2 W & vk EE ofdfAH st WS HA AR pop3.txt I}
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# pop3E 2=YH3Tl 9

+ OK POP3 testl.tt.co.kr v2001.77 server ready
user userl

+ OK User name accepted, password please
pass dkssud

+ OK Mailbox open, 2 messages
#pop3sE ~UYF Tl 9
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A ele AZAS & ssh aa].o] ER AL Z=71F ¢l 3k glo AWt ¢ = e st}
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forward AAM = ssh Z&fo ]L AZAE 3t SFo]AES AAE Wol sshE o] 8351
TCP 145 x99 & AHolil www AH7F LS wol HAAle Mul=E A& A

l

H o]t}
(D1011022 tdp QA
(2) pop3 @&
3) pop3d =07|
forward [* WWW
ks 5t
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ssh - Z2AYE:YJASTAEYATESSHAW T AE

Ao} e FAME 94 T2ES SSH Mu] E2E7F Zou g forward Au oA w4
ssh =L 10110:www:110:www ¢} o] H&S b Hr}, ofdl= AA A& oot

[root@forward /rootl# ssh -L 10110:www:110 www
root@www's password:xxxxxx <--- 4% 949

[root@www /root]#
o] Ateoll A forward & www AW oA Z+Z} netstatS 3 2@
forward A8 2] 4%

0 *:10110 * 1k LISTEN
foirward:47883 WWW:22 ESTABLISHED



oF o] 10110W X EV} 2&8ta glom www AWl 22W ssh XEZ A& e A
Fe AL F 39S Aot

a3 www AW A9 ofe} o] forward A 9] ssh Aol AHH = AS &
Qlsk 4= )
WWW:.22 forward:47883 ESTABLISHED

o] ZJefoll A F-A www AWl pop3d FAES FHE HIEZ wwwAlH 11002
Atz Aol ofy} forward ABe] 10110Me= HES b #lrh. offiel 2o
forward A¥o] 10110 TE=Z H<&ES s forwardd® 7} ofuzk www A¥ ¢ 1109

EEJ} wgaE RS FAT & ok

# telnet forward 10110

Trying 211.1.1.2...

Connected to forward.

Escape character is " 1"

+ OK POP3 www v2001.75 server ready

AA R ofxF Az iy WY TR E W= wd ¥ (popd)ell 71E] www U
destar “ag” gol M= ofgfel o] £ 110 XE ti4lel 10110
@), gl o]ef B sshy ZTE Y WA o2 smtp Y telnet, ftp AU AR
gl=ul, wref smip Aulzo] sl 712e] 25W YAl 101258 o] g

ZS-ol = olde} o] XEE WAl HAstd ")
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http://packetstorm.decepticons.org/sniffers/

http://www .linuxsecurity.com/resource_files/network_security/sniffing—faq.html
http://www.robertgraham.com/pubs/network-intrusion—detection.html
http://www.certcc.or.kr/paper/tr2000/2000-07/tr2000-07.htm
http://www.ietf.org/rfc/rfc0826.txt?number=826



